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Abstract: Financial institutions face significant losses from increasingly sophisticated
fraud attacks that evade traditional detection methods. This study proposes a hybrid
approach combining machine learning (ML) (XGBoost, Random Forest, SVM, k-NN)
with graph algorithms (PageRank, Community Detection, Degree Centrality) to enhance
fraud detection accuracy in banking transactions. Using the BankSim dataset containing
587,443 legitimate and 7,200 fraudulent transactions we first address class imbalance
through under sampling, then integrate graph-based features extracted via Neo4; to capture
complex transactional relationships. Our methodology demonstrates that combining graph
analytics with machine learning yields superior performance compared to standalone
models, achieving precision scores up to 0.93 (k-NN) and recall rates of 0.87 (XGBoost).
The hybrid approach also reduces training and prediction times by 2.9% and 6.8%,
respectively, validated through 5-fold cross-validation. Key findings highlight that graph-
augmented features improve Fl-scores by 4—7% over conventional methods, with
Random Forest and k-NN showing the most significant gains. This work contributes a
practical framework for financial institutions to leverage interconnected transaction data,
balancing detection accuracy (minimizing false negatives) and operational efficiency
(reducing false positives). Future directions include testing this approach on real-time
transaction streams and expanding to multi-modal fraud detection.

Keywords: Fraud detection; Graph algorithms; Machine learning; Neo4j; BankSim dataset; Hybrid
modeling.

1. Introduction

Financial institutions and insurance firms incur annual losses amounting to millions of dollars
as a result of fraudulent activities. Although conventional fraud detection techniques are crucial in
mitigating these losses, increasingly advanced fraud schemes have become challenging to identify,
both through collaboration and by employing diverse methods to create counterfeit identities [1].
Although no fraud prevention method works perfectly, significant improvement opportunities can
be found by looking beyond individual data points to the connections that connect them [2]. Graph
data mining is derived from frequentist pattern mining, which focuses on subgraphs, and graph
subgraph mining is a popular extension of graph mining [3-5]. Standard machine learning methods
are inadequate in processing and visualizing data from various data sources and increasing data
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size [6,7]. In addition, in the face of evolving fraud attacks, standard machine learning methods
may not be able to detect some of the fraudulent transactions in this attack. As a solution to these
problems, this study aims to increase the accuracy of machine learning methods currently used in
fraud detection and to facilitate the applicability of the study by using graph databases and graph
algorithms. In this study, normal payments and fraudulent payments on the BankSim data set are
classified with RF, SVM, XGB, k-NN classification algorithms. To perform fraud detection, it is
aimed to detect fraudulent transactions that are difficult to detect with traditional fraud detection
methods by using classical machine learning algorithms and graph databases and to express the
relationship between the data better compared to other methods.

In this study, unlike other studies in the literature, the effect of machine learning techniques
and graph mining algorithms on the performance of fraud detection processes has been examined
in detail. The presented study contributes to the literature in showing that better results can be
obtained by using graph mining and ML algorithms together in this field. The literature review
section of the study presents current studies in the literature on fraud detection for credit and debit
card transactions. The methodology section includes a general overview of the dataset,
classification algorithms, data preprocessing methods and tools used in the study. The Neo4j and
dataset section includes the details of the dataset, the definition of the Neo4;j tool and its use in
visualizing the dataset. The data preprocessing section includes the details of the data preprocessing
stages. The ML and graph algorithms section includes the details of the ML classification
algorithms and graph algorithms used. Finally, the experimental results are given in the
experimental results section and the results obtained in this study are listed together with the results
of ML methods using the same preprocessing and dataset in the literature.

2. Literature Review

The remarkable expansion of digital payments in recent years has instigated substantial
alterations in fraud and financial crimes. In this novel environment, conventional detection
methods, such as rule-based systems, have largely proven ineffective, while artificial intelligence
and ML solutions have garnered significant interest. Dogan [8] provided an overview of the
common application issues and comprehensive implementation challenges faced by graph-based
solutions in fraud and financial crime detection. The remarkable expansion of digital payments in
recent years has instigated substantial alterations in fraud and financial crimes. In this novel
environment, conventional detection methods, such as rule-based systems, have largely proven
ineffective, while artificial intelligence and ML solutions have garnered significant interest. The
use of manual methods in fraud detection requires domain knowledge in the feature extraction
phase. This requires focusing on the fraud behaviour models closest to the fraud behaviours in the
online fraud detection system.

Wang, ef al. [16] employs a knowledge graph that comprehensively delineates the co-
occurrence relationships of transaction attributes related to the problem. The efficacy of the
proposed method is validated through experiments conducted on an actual dataset from a
commercial bank. This research is the inaugural investigation to apply data for varied behavioural
models utilizing network embedding algorithms at the feature level. The proposed method
demonstrates superior performance compared to leading classifiers. Ogundokun, et al. [17] used
supervised ML techniques for fraud detection. Using domain-related constraints, a method was
proposed to create a probabilistic graphical model for fraud detection. Bayesian Network
algorithms such as K2 search, Hill-Climbing, and Simulated Annealing were used on the BankSim
dataset in the study. Lopez, et al. [18] detected fraud on the Banksim dataset using k-NN, XGB,
and RF ML algorithms. In this study, the unbalanced dataset was balanced with the under-sampling
method. The k-NN precision value was found as 0.83, the recall value as 0.61, and the fl score
value as 0.70. The same values were found as 0.89, 0.76, 0.82 for XGB, and 0.24, 0.98, 0.82 for
RF, respectively Gorton, et al. [19] discussed the most effective methods and ML algorithms for
fraud detection in credit payments. After balancing the dataset with the under-sampling method on
the Banksim dataset, the precision value for k-NN was 0.80, the precision value for SVM was 0.77,
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and the precision value for RF was 0.93. For K-NN, precision, recall, and f-score values were
obtained as 0.80, 0.80, 079; for SVM, the same values were obtained as 0.76, 0.77, 0.76; for RF,
the same values were obtained as 0.93, 0.93, and 0.93, respectively. Table 1 presents a comparison
of the literature studies. It was observed that probabilistic graphical models performed better than
other basic techniques with 99.272% accuracy.

Table 1. Comparative analysis of ML methods in the literature review.

Ref. Methods Algorithms Dataset Metrics
Spatio-Temporal Logistic Regression,
Attention Graph Gradient Boosting, Credit card
[9] Network Multilayer Perceptron, transactions AUC, Recall
(STAGN) AdaBoost, STAGN
Deep Walk, Probabilistic
. Latent Semantic
Text-Associated Analysis (PLSA), Cora, Wiki, Matrix
[10] Deep Walk . . ..
(TADW) Transductive SVM, Citeseer datasets Factorization
Bipartite Graph
Embedding
Bipartite Graph Foursquare
(1] Point of Interest Embedding Gowallaqloca tion Precision, Recall,
(POI) Refinement Optimization, Co- Accuracy, Rank
. . data
Location Learning
ANN, RNN, LSTM, Retail banking Precision, Recall,

[12] Deep Learning

GRU transaction data Accuracy
5 months of e-

Deep Transfer commerce and in-  Precision, Recall,

[15] Learning Deep Neural Networks person transaction AUC-PR
data
Graph Muﬁ;ﬁilesnt]idilsgioml 3 months of

Representation, - B2C/C2C bank Precision, Recall,

[16] Regression (LR), RF, .
Network . transactions from AUC-ROC
. XGBoost, CNN, Naive .
Embedding China

Bayes

Naive Bayes, Hill-
Climbing, Simulated
Annealing, K2 Search

Precision, Recall,

Banksim dataset
Accuracy

[17] Machine Learning

Precision, Recall,

Banksim dataset F1-Score

[18] Machine Learning RF, XGBoost, k-NN)

Precision, Recall,
F1-Score,
Accuracy

[19] Machine Learning k-NN, SVM, RF Banksim dataset

Considering the literature studies [13,14] examined, it was observed that graph-based methods
provide higher accuracy rates and faster returns compared to ML methods. In this study, unlike the
studies in the literature, ML algorithms were used together with graph algorithms to optimize
performance results. This study contributes to the literature in showing that ML algorithms can be
used together to obtain better results.

3. Methodology

Graph data science enables the discovery and analysis of network structures using searches,
queries, and graph algorithms. In addition, by utilizing graph theory, a subfield of discrete
mathematics, it increases fraud prediction accuracy and can save financial services firms millions
of dollars even if it provides small percentage accuracy increases [20].

44



Even if the data to be used for fraud detection is collected from various places in various formats,
they do not provide any value on their own. In order to make sense of the data, communication
between the data and the data should be established and information production should be provided
by organizing the data. This information and the relationships between them are quite complex and
the transformation process requires a lot of effort. At the end of a long transformation process, the
data finds its true value and obtaining a learning that can be turned into action by obtaining value
from this information requires intelligence. This intelligence is machine learning [21]. The graph
model helps manage well-analysed data. Querying graphs allows you to combine data from multiple
sources and easily find and extract the variable list for training, which is much easier than querying
relational or NoSQL databases. It speeds up the model creation process, easily combines data with
external information sources and data can be exported in the desired format. Due to all these
advantages, ML methods were combined with graph mining methods while performing fraud
analysis in this study, and the accuracy of the analysis was increased. Neo4j tool was used for graph
database and graph mining. Neo4j is the largest graph community, provides high-performance
reading and writing scalability, provides high performance in graph storage and processing, is easy
to learn and use, and is reliable, which are the reasons why Neo4j was chosen in this study [22]. ML
methodologies encompass six phases of the CRISP-DM framework [23]. SVM, RF, XGB, k-NN
algorithms from ML classification algorithms were used for fraud detection and performance
evaluations were performed using 5-fold cross-validation.

3.1. Dataset and neo4j

In this study, BankSim dataset based on a sample of mass bank payments belonging to a bank
in Spain was used [24]. The dataset comprises legitimate payment records and fraudulent data.
BankSim was executed for roughly six months in 180 iterations, and the parameters were adjusted
to achieve a dependable distribution for the assessment. 594643 records were generated, including
587443 normal payments and 7200 fraudulent payments [25]. Neo4; is a graph database tool used
by thousands of companies and organizations to improve products and services in almost all sectors
including financial services, energy, management, technology, retail and manufacturing [26]. In this
study, Neo4j database and CypherQL language were used to visualize the dataset that passed the
pre-processing stage. The visualized dataset was connected to Neo4j database with Python 3 and
retrieved from the database with CypherQL query language. The basic structure of the graph dataset
visualized with CypherQL is shown in Figure 1.

Transaction

e Wi

Figure 1. Neo4j graph dataset structure.

The graph dataset created with CypherQL in Figure 1 was later expanded by adding customer
and bank indexes connected to the Placeholder node. Here, Customer and Bank are labelled as
Constraint (main nodes). The connection between the two is made with the transaction node. Graph
algorithms determine nodes with a high value in the network, were performed on the customer and
bank indexes labelled as Placeholder. The purpose of this process is to determine how much of the
network it will affect when a node is wanted to be disrupted. For example, if it is assumed that there
is a transformation process in a network that only converts one of the end customers with the highest
value, there are not many paths through the process. Therefore, the intermediate centrality of the
node is quite low, but the node's value is high because it affects an important element in the chain.
The placeholder node is seen in Figure 2. Each customer and bank index connected to the
Placeholder node contains the values of Community, Degree, and PageRank. Graph algorithms are
implemented on the Placeholder tag and the Placeholder's connection is made to itself with the
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payments link. The dataset indexes extended with Cypherql and the Cypherql code are as shown in
Figure 3.

Faseaea

Figure 2. Placeholder node.

CypherQL Code used to create Placeholder Indexes:

CREATE (M348934600:Placeholder { Payee
id: "M348934600", .
degree: 11787.

pagerank: 139.32018184661865.

Figure 3. Expanding the placeholder node.

3.2. Data pre-processing

In the data pre-processing stage, firstly the number of empty values in each column was
determined. Then the if attributes were taken from the data frame. Since the zip codes and zip
Merchant columns had the same value for all rows, these columns were deleted. After the nodes
with high values in the data set feature network were determined, the step, age, gender, customer,
fraud columns were deleted and the data was categorized with One Hot Encoding. Then the feature
standardization process was performed. Supervised learning models were trained using internal
features and graph-based features. After these processes, since there was a big difference between
fake nodes and real nodes, the under-sampling method was applied to the data set in order to balance
the data set. After the under-sampling process, the number of fake and real nodes was determined
as 7200. In the pre-processing stage, dimension reduction was performed using PCA (Principal
Component Analysis) and limiting the number of components to explain 95% of the variance.

3.3. Machine learning and graph algorithms

e  Support vector machine (SVM): has gained importance in machine learning and pattern
classification [27]. In the case of binary classification, the central idea of the algorithm is
to find a hyperplane capable of separating the categories specified by the labels of the
dataset. It is assumed that the data are linearly separable and that there may be more than
one feasible hyperplane. Based on these assumptions, the algorithm first requires finding
the optimal hyperplane. The optimal hyperplane is defined as the one that preserves the
most significant distance to the observations in both categories. In this sense, the procedure
is as follows [28-29]:
1. Detect the two closest observations of different categories (support vectors).
2. Calculate the Euclidean distance between both observations as well as the imaginary

line connecting them.
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3. Calculate a perpendicular line equidistant from both observations (optimal
hyperplane).

4. Calculate the hyperplanes parallel to the optimal hyperplane touching the support
vectors. These hyperplanes are defined as the margins.

e Random Forest: algorithm is a collection of tree estimators. In the expression
H(x; 8k),k =1, ...,K,x is the associated random vector, 6k and k are independent and
identically distributed (id) random vectors. When we have a numerical result in the
algorithm, we focus on regression tuning, but some special touchpoints are established with
classification (categorical result) problems [30].

e  XGBoost algorithm: is an optimized version of Gradient Boosting algorithm with various
adjustments. It shows good performance with its features such as being able to obtain high
predictive power, preventing over-learning, and handling empty data [31]. In the XGBoost
algorithm, the first step was to make an initial guess. This value was assumed to be 0.5.
Errors were obtained by subtracting the predicted values from the observed value. The aim
was to approach the correct guess by learning the errors.

e The K-Nearest Neighbors algorithm: is a nonparametric machine learning technique. In
contrast to algorithms that utilize a training set, k-Neighbors employs a training dataset
without learning from it; instead, it memorises the data and identifies the nearest neighbors
to generate predictions. Initially, a k value is established. The k value is analysed
concerning numerous elements equivalent to its magnitude. The Euclidean function
computes the distance between the incoming value and the nearest neighbor element.
Manbhattan, Minkowski, and Hamming metrics can be alternatives to the Euclidean metric.
After the distance computation, the ranking is executed, and the incoming value is allocated
to the corresponding class [32].

e  The PangeRank algorithm: is the most popular graph algorithm that measures the transition
effect or connectivity of nodes and was named after Larry Page [33]. This algorithm was
used in Neo4j in calculations that depend on the priority of nodes. The Degree algorithm
measures the number of relationships connected to a node [34]. In the study, this algorithm
is used to determine which node has the most sub nodes. The Community algorithm detects
communities in networks based on maximizing the modularity score [35]. In the study, this
algorithm is used to find subcommunities in the graph.

4. Results and Discussion

Before processing the graph dataset created in Neo4j, the performance comparison of classical
machine learning methods and SVM, XGB, k-NN and RF algorithms was made according to k-
fold cross validation. A confusion matrix was used for performance evaluations.

4.1. Confusion Matrix: The confusion matrix is a tool used to evaluate machine learning models
addressing classification tasks. It is a square matrix whose dimensions are given by the number of
classes or categories. In the case of the binary classification problem of fraud detection in online
banking transfers, the confusion matrix has a size of 2 x 2. The value of the confusion matrix is

found in the simultaneous recording of the information generated by the predictors or machine
learning models and the actual information, remembering that the classification task is primarily
addressed through supervised machine learning models. The structure of the confusion matrix is

illustrated in Figure 4.
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Prediction Values

Actual Values

Figure 4. Confusion Matrix.

Where:

e TP (True Positive): Positive instances in reality that were inferred as positive by the machine
learning model.

e FN (False Negative): The machine learning model inferred Positive instances in reality as
negative.

e FP (False Positive): The machine learning model inferred Negative instances in reality as
positive.

e TN (True Negative): Negative instances in reality that were inferred as negative by the machine
learning model.
The metrics selected explicitly for the binary classification problem of banking fraud detection
are specified below.

e Accuracy: This metric measures the model's overall performance. Its formula is:
TP+TN

Accuracy = ——— ()
TP+IN+ FP+FN

e  Precision: This metric, also known as Positive Predictive Value (PPV), aims to determine the

rate or percentage of instances inferred as positive that are actually positive [36].
TP

Precision = —— 2)
TP+ FP
e Sensitivity (Recall): This metric, referred to as Sensitivity, Hit Rate, or True Positive Rate

(TPR), seeks to ascertain the proportion of accurately identified positive instances.
TP
Recall =—— 3)
TP+ FN
e F1: This metric, also known as the Harmonic Average of Precision and Sensitivity, aims to
combine both metrics that operate on positive instances to create a “harmonic” average from

them

Fl score = 2% Precision*Recall

Precivion + Recall @)

From a business perspective, Accuracy measures the ratio of detected fraudulent transfers to
legitimate transfers incorrectly inferred as fraudulent transfers. The higher the accuracy value, the
lower the degree of error. This error has a non-monetary impact, as it means customers are upset
about receiving blocked legitimate transfers. Sensitivity measures the ratio of detected fraudulent
transfers to fraudulent transfers incorrectly inferred as legitimate. The higher the sensitivity value,
the lower the degree of error. This error has an economic impact, as it means undetected fraudulent
transfers, the amount of which will eventually have to be absorbed. Therefore, F1 becomes
relevant in the detection of fraudulent online banking transfers, since by representing an average
of the precision and sensitivity, it allows maintaining a balance and searching for the model that
minimizes both simultaneously.

In this study, the values obtained from the confusion matrix of the SVM, XGB, RF, k-NN
classifier models are as seen in Figure 6. According to this Figure 6, the precision and F1 score
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values of the XGB, RF, SVM and k NN algorithms are quite similar. These results are the results
obtained on the unbalanced data set, i.e., before the under-sampling method was applied. The
results obtained for the RF, XGB, SVM and k-NN algorithm classifiers as a result of the
application of the under-sampling method were compared with K-fold cross-validation. The
obtained results are as seen in Figure 7.

4.2. The K-fold cross-validation: is a robust technique for evaluating machine learning model
performance. It works by dividing the dataset into k equal subsets (folds). During k iterations,
each fold serves as the test set once, while the remaining k —1 folds form the training set. The
model’s performance metrics (e.g., error rate) are averaged across all iterations, yielding a reliable
estimate of generalization error. In Figure 7, as a result of the under-sampling application of the
XGB, RF, SVM and k-NN algorithms on the data set, the data set was balanced and more
consistent values were obtained for the precision and F1 score metrics. After connecting to the
Neo4;j database via Python, the data nodes in the database were pulled with CypherQL. The pre-
processing steps shown in the previous sections were performed on this data. After pre-processing,
graph algorithms were applied to determine the main canter and degree heights of nodes such as
PageRank, Community, Degree on the data set. Finally, the performances of the applied XGB, RF,
SVM and k-NN nearest neighbour algorithms and the extended graph dataset were compared
using 5-fold cross-validation. The results are as seen in Figure 8. The F1 score and precision values
of the RF and k-NN algorithms were optimized, albeit low. A small performance improvement
was observed in the sensitivity (recall) value for the XGB algorithm. In addition, the training and
prediction times of the method applied to the graph dataset with the classical machine learning
method and graph algorithms for RF were compared. The result is as seen in Figure 5.

training_time_std: 50.490270488262176
training_time_enh 49.02800601005558:
pred_time_std 1.3038832473754878:
pred_time_enh 1.2147937798500064:

Figure 5. Prediction and training time.

Training_time std and pred time_std represent the training and prediction times with standard
machine learning algorithms. Training_time enh and pred time enh represent the training and
prediction times when extended graph analysis algorithms and standard machine learning
algorithms are used together. Although small, the combined use of extended graph analysis and
classical machine learning methods shortened the training and prediction times.

Classifier Algorithms and Performance Results

1.2
1
0.8
0.6
0.4
0.2
0 Rand 3-N t
andom -Neares
XGBoost Forest SVM Neighbors
B Accuracy 1 0.99 0.99 1
Recall 0.76 0.74 0.64 0.74
Precision 0.9 0.91 0.88 0.85
F1 Score 0.82 0.82 0.74 0.79

Figure 6. Performance Results and Classifier Algorithms.
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Classifier Algorithms and Performance Results

1
0.9
0.8
0.7
0.6
0.5
0.4
0.3
0.2
0.(1)
Random 3-Nearest
XGBoost Forest Neighbors
B Accuracy 0.89 0.86 0.84 0.89
m Recall 0.86 0.84 0.76 0.85
= Precision 0.92 0.88 0.91 0.93
F1 Score 0.89 0.86 0.83 0.89

Figure 7. Performance results and classifier algorithms (under sampling method).

Classifier Algorithms and Performance Results

0.9
0.8
0.7
0.6
0.5
0.4
0.3
0.2
0.1

0

Xooos  Fpndom R
B Accuracy 0.89 0.88 0.84 0.9
m Recall 0.87 0.83 0.76 0.85
= Precision 0.92 0.92 091 0.93
F1 Score 0.89 0.87 0.83 0.89

Figure 8. Graph Mining and ML Performance Results, And Classifier Algorithms.

Figure 6 presents the outcomes from the unbalanced dataset utilising solely machine learning
techniques. In contrast, the dataset employs only machine learning methods after its balancing
through the under-sampling approach Figure 7. The results Figure 8 of the machine learning
methods applied after determining the node degrees by applying graph algorithms such as
Community, PageRank, and Degree on the nodes of the dataset, visualised with the Neo4j tool.
When Figures 7 and 8 are compared, a small improvement is observed in the RF and k-NN
precision values. In addition, the XGB and RF sensitivity and F1 score values also showed small
improvements. It is known that even very small improvements are important for corporations in
terms of providing profit to the company [20].

Therefore, even minor improvements are important for corporations. In order to observe the
improvements made more clearly, the results obtained with the results of the studies in [18] and
[19] examined in the literature review section are compared in Table 2. Precision, sensitivity, and
F1 score values are given for each algorithm.

Table 2. Comparison of the results obtained with other studies.
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Metrics [Precision (p)/Recall

Reference ~ k-NN  RF  XGB SVM (R)/Accuracy (A) /F1)

k-NN: P:0.83, R:0.61, F1:0.70
[18] v v v X XGB: P:0.89, R:0.76, F1:0.82
RF: P:0.24, R:0.98, F1:0.82

k-NN: P:0.80, R:0.80, F1:0.79, A:0.80
[19] N4 v X v RF: P:0.93, R:0.93, F1:0.93, A:0.93
SVM: P:0.76, R:0.77, F1:0.76, A:0.77

Cozb(‘}r;zdévm k-NN: P:0.93, R:0.85, F1:0.89, A:0.90
Moo tﬁm Y ¥ Y Y RF: P:0.92, R:0.83, F1:0.87, A:0.88
Ifesélts SVM: P:0.91, R:0.76, F1:0.83, A:0.84

(Current work) XGB: P:0.92, R:0.87, F1:0.89, A:0.89

Table 2 Lists the results obtained in this study with the results of studies in the literature that
use the same data set, the same pre-processing method and only machine learning algorithms. The
evaluation metrics for each algorithm and their values are given. It has been observed that the
machine learning algorithm method used with graph algorithms for K-NN, XGB and SVM
achieves better results.

5. Conclusions

In this study, firstly, the data preprocessing stage was performed on the BankSim data set and
it was made ready for machine learning models. Then, the classification of the data set was
performed with XGB, RF, SVM, k-NN algorithms. Due to the inconsistent precision and F1 score
values caused by the imbalance of the data set, more consistent precision and F1 score values were
obtained by applying under sampling on the data set. After creating the data set graph in the Neo4j
database, standard machine learning algorithms were applied together with Community,
PangeRank and Degree algorithms. It was observed that the results of XGB, RF, k-NN algorithms
were optimized with graph algorithms. It is possible to obtain better results and perform easier
operations by using machine learning algorithms and graph algorithms together. The Neo4;j tool is
quite useful in performing these operations and using graph algorithms. It allows the use of data
collected from multiple sources, and it also contains various data sets for training purposes and the
number of sources is quite high. As a result of the continuous extraction and optimization of new
algorithms, the study can be carried out in the future by combining different machine learning
algorithms and graph algorithms. In the study, it is possible to make fraud risk estimates using
scripts on Neo4j without machine learning algorithms by using only CypherQL. The scripts used
here can be specified as a feature. This study demonstrates that integrating graph algorithms with
machine learning techniques significantly enhances fraud detection systems, yielding measurable
improvements in both computational efficiency and detection performance.
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